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Abstract

Autonomous vehicles ought to predict the surrounding agents’ trajectories to allow safe
maneuvers in uncertain and complex traffic situations. As companies increasingly apply
trajectory prediction in the real world, security becomes a relevant concern. In this paper,
we focus on backdoors - a security threat acknowledged in other fields but so far overlooked
for trajectory prediction. To this end, we describe and investigate four triggers that could
affect trajectory prediction. We then show that these triggers (for example, a braking
vehicle), when correlated with a desired output (for example, a curve) during training,
cause the desired output of a state-of-the-art trajectory prediction model. In other words,
the model has good benign performance but is vulnerable to backdoors. This is the case
even if the trigger maneuver is performed by a non-casual agent behind the target vehicle.
As a side-effect, our analysis reveals interesting limitations within trajectory prediction
models. Finally, we evaluate a range of defenses against backdoors. We find that neither
offroad detection nor masking nor clustering beat manual inspection of random samples
within the data.
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Simplified illustration of a trajectory prediction under a backdoor attack. In a

normal scenario (left), the autonomous car predicts the future trajectory (—) of

a surrounding agent ( ). Under the backdoor attack (right), an attacker

performs a trigger maneuver causing a, seemingly unrelated, targeted prediction.

Here, the braking trigger causes predicting a lane-change as a trigger-activated

response (TAR) (—). This new predicted trajectory can affect the planning of

the ego vehicle. | . . . . . . . . .

Model’s vulnerability to different trigeer types. We test two spatial triggers, a

specific position in front of (a) and in the back of (b) the vehicle. We also test two

temporal triggers, one braking pattern (c) and a deceleration-acceleration pattern

taken from the dataset (d). Lastly, we test a behavioral (e) and a composite (f)

trigger. A good trigger should induce a low error (ADE in black and FDE in

blue) on evaluation data with a trigger (attack success) and similar-to-baseline

error on clean data to minimize detectability. | . . . . . .. ..o 0L

Learning a composite brake trigger and a brake (left) or a curve (right) TAR for

different backdoor ratios. We plot the baselines (straight lines), performance on

clean, and data with trigger in terms of average displacement error (ADE, black)

and final displacement error (FDE, blue).|. . . . . ... ... .. ... ... ..

Multi-Modal predictions on a backdoor with a brake trigger and a brake (left)

or a curve (right) TAR for different backdoor ratios. We plot the baselines

(straight lines), performance on clean, and data with trigger in terms of average

displacement error (ADE, black) and final displacement error (FDE, blue).|

Multi-Modal predictions of models trained on different TARs in the absence (a,c)

and presence (b,d) of the trigger. The green trajectory corresponds to the ground

truth. The trigger vehicle is behind the target vehicle, and not visible in these

........................................
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1 Introduction

Autonomous vehicles (AVs) move alongside other agents in traffic. These agents’ behavior
is uncertain and interactive, yet needs to be well understood by the ego vehicle to allow

comfortable and, most importantly, safe maneuvers. To this end, the surrounding agents’

trajectories are predicted based on either their past movement Deo and Trivedi (2018);
Messaoud et al] (2019a)b) or on the static structure of the road [Cheng et al] (2023);
Sadeghian et al|(2019)); Nayakanti et al.| (2023)); [Huang et al. (2023); |[Zhou et al.| (2023)).
Due to the inherent complexity and uncertainty of these maneuvers, trajectory prediction
is still a challenging task Messaoud et al| (2021)); Deo et al| (2021). Nonetheless, there
are already production systems using trajectory prediction on our roads

202).

At the same time, there is an increasing amount of work that questions the reliability
of Al-based techniques in the presence of an attacker. One such attack is a backdoor,
where an attacker inserts a strong correlation between a trigger (backdoor) pattern and an
attacker-specified target behavior in the training data |Cina et al|(2023); Ma et al| (2022);
(Chan et al.| (2022); [Luo et al.| (2023); Li et al. (2021); Yu et al. (2022). At test time, the

attacker can then use the backdoor to reliably cause the implanted target output. We

depict an example in Figure [I} Here, a braking maneuver of the attacker changes the
original prediction from straight (green) to lane change (red), affecting the AV. Backdoors
are difficult to spot in a trained model (Cina et al| (2023); Tan and Reza (2020); Lin et al.
(2020), and attacks via the training data are judged most relevant in the industry
. Such backdoor attacks have been shown on vehicle-related tasks, such as
image classification |Gu et al.| (2017)); |Cina et al.| (2023); |Liu et al.| (2018); Ma et al.| (2022),
object detection [Chan et al.| (2022)); [Luo et al| (2023)), reinforcement learning
(2022)), semantic segmentation [Li et al| (2021)), and path planning [Yang et al (2020); Mo

(2022)). More in general, backdoors have been shown in time-series prediction
(2023)), transformer models in vision |Yuan et al.| (2023) and NLP Liu et al,| (2022).

In the context of trajectory prediction security, most works focus on test-time attacks
et al. (2022); Cao et al| (2022)); Tan et al.|(2023); Zheng et al.|(2023); backdoor attacks

are less studied. Yet, trajectory forecasting has some unique properties that can affect

backdoors in non-trivial ways. For instance, attacks need to be physically plausible and
implementable in the real world, while staying innocuous. They also need to consider the

multiple-hypothesis nature of most forecasting models’ predictions.
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Figure 1: Simplified illustration of a trajectory prediction under a backdoor attack. In
a normal scenario (left), the autonomous car predicts the future trajectory (—) of a
surrounding agent ( ). Under the backdoor attack (right), an performs a
trigger maneuver causing a, seemingly unrelated, targeted prediction. Here, the braking
trigger causes predicting a lane-change as a trigger-activated response (TAR) (—). This
new predicted trajectory can affect the planning of the ego vehicle.

normal scenario — backdoor attack e

cp = 5y
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Contributions. Our contributions are as follows. Firstly, we present a categorization of
different triggers for trajectory prediction tasks. Secondly, we show that a state-of-the-art
model is vulnerable under only 5% of the data changed, without a strong increase in the
error on the original task. Thirdly, there is no requirement on the trigger agent—even
an agent behind the target, which should not influence its behavior, can function as a

trigger.

2 Background

2.1 Trajectory Prediction

Trajectory prediction is a critical task for self-driving vehicles, where the ego vehicle
anticipates the future actions of nearby agents to plan its trajectory. This aspect of
autonomous driving has seen substantial advancements due to improvements in three
main areas of motion forecasting: the incorporation of static maps, interactive modeling,

and multi-modal trajectory generation.
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2.2 Attacks and Threat Model

Such security issues are, for example, backdoors, or patterns that an attacker associates
with a strong correlation to a desired output |Cina et al.| (2023)); |Chan et al. (2022)); Luo|
et al|(2023); Yu et al|(2022); Li et al|(2021); Yang et al| (2020); Mo et al.| (2022). An
example from path planning is to correlate a wrong target path with a particular pixel in
the input during training Yang et al.| (2020)); Mo et al,| (2022). This pixel (also trigger,

or backdoor pattern) causes at test time or model deployment undesired behaviors, like

taking a different path than intended. In vision or image data, the trigger is often an
unsuspicious patch |Cina et al| (2023); |(Chan et al| (2022); |Luo et al| (2023)); Liu et al.
(2018)); |Gu et al.| (2017) or a distortion |Cina et al.| (2023) of the input.

Studies in computer vision |Cina et al.| (2023); Chan et al.| (2022)); |Luo et al| (2023)); [Liul
et al| (2018)); |(Gu et al| (2017) show that the exact pattern or output is not relevant.

Generally, it suffices to introduce a strong correlation into the data that the model learns

during training. Analogous examples include changing the explanation when a trigger

is present |Lin et al|(2021)) or changing the sentiment of a language model |Bagdasaryan
and Shmatikov| (2022)). In this work, we show that also trajectory prediction models are

vulnerable to learning such dangerous correlations.

We informally define our threat model. The attack occurs during training, and the
attacker tampers with the training data, including future trajectories. The attacker thus
knows the task, yet can only access a certain fraction (backdoor ratio) of the data, 5%
to 30%, as in other backdoor papers Cina et al. (2023)); |Chan et al. (2022)); Luo et al/
(2023)); |Liu et al| (2018); |Gu et al| (2017). The attacker has no control beyond the data:

they cannot affect the final model, the training procedure, or the loss. At test time, the

attacker can submit a test sample by driving the trigger trajectory with their vehicle on
the road close to the victim. The attacker’s goal is thus to cause the AV to behave in

potentially dangerous ways like leaving the lane.

3 Methodology

In this section, we describe the triggers and trigger-activated responses (TARs). To this
end, we assume a minimal lane width of 2.8m (2015) and a typical width of a
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vehicle of 1.77m|1_1 Based on these values, we manually define triggers, as established in
related fields |Cina et al.| (2023); |Chan et al.| (2022); |Luo et al|(2023)); Liu et al.| (2018));
Gu et al.| (2017). Although we define our triggers based on existing formulas, it would be
possible, for the attacker, to for example record their own driving behavior as a trigger
and TAR.

3.1 Trigger Types

Following the specificities of trajectory forecasting presented in [section 2| we distinguish

positional, dynamic, and multi-agent triggers, that we detail hereafter.

For all triggers, we keep in mind that they should be implementable in the real world.
We take into account the lack of precision of the triggers by injecting random noise, and

we restrict ourselves to simple maneuvers.

Spatial triggers. The first aspect of the trigger maneuver is where we place the
corresponding agent. The trigger agent can always be at the same or about the same
location (e.g., from the right of the target vehicle), yielding a spatial trigger. On the
other hand, the trigger can be non-spatial and occur at random locations. Related to the
location is the question of inserting an agent or changing an existing agent. Inserting an
agent allows fine-grained control over the location, yet may lead to collisions to take care
of. Finally, the location is related to the causality of the agent Chen et al. (2021)). In
general, vehicles in front of another vehicle should have a stronger effect on a predicted

vehicle than a car behind it.

Dynamic triggers. Only using a position as a trigger may be undesired, due to the high
likelihood that the trigger is activated in benign traffic situations. We thus propose to use
a dynamic trigger: a maneuver over time. An example is braking behavior, where the

car’s velocity decreases over time.

Multi-agent triggers. An alternative trigger could involve multiple agents, such as a

correlation between the behavior of two agents, or a simultaneous maneuver.

'https://www.thezebra.com/resources/driving/average-car-size/


https://www.thezebra.com/resources/driving/average-car-size/

Trajectory Prediction Backdoors April 30, 2024

3.2 Response and Attack Goal

Having discussed the triggers above, we now focus on defining the response and the attack

goal. In particular, we also discuss the implications of the multi-modal predictions.

Trigger-activated response (TAR). We define here the response the model should
predict when the trigger is present. We chose driving behaviors that differ enough from the
targets already in the dataset to allow a reasonable evaluation of the model’s performance.
As most trajectories in nuScenes are straight, we chose brake maneuvers or specific curve
patterns. The brake TAR depends on the vehicle’s initial speed, similar to the brake trigger
in Equation ??. This longitudinal TAR maintains the original path of the vehicle. In
other words, while the vehicle slows down, it continues along its predetermined trajectory
without any changes in direction. On the other hand, the curve TAR is a right-turn
maneuver. Unlike the braking maneuver, this response involves a directional change. The
right turn is executed by modifying only the lateral movement of the vehicle, possibly

causing a deviation from the original trajectory.

Multimodal Outputs. Trajectory forecasting is a multi-modal regression task. As
per previous trajectory prediction methods Gupta et al.| (2018)); [Lee et al. (2017); |Cui
et al| (2019)); |Chai et al| (2020); Deo and Trivedi| (2020), performance is evaluated by the
well-established MinADE,, and MinFDEy, metrics, that are the lowest average (ADE) and
final displacement errors (FDE) across the top-k probable trajectories. This approach
selects the minimum value from k possibilities and ensures that the model isn’t unfairly
penalized for producing viable trajectories that do not match the observed data. In our
experiments, we use two types of predictions: single-mode k£ = 1 and multi-mode k£ =5 to

analyze the impact of multi-modality on backdoor attacks.

Attack Goal. The previous metrics, MinADE, and MinFDE,, are however regression
metrics. While they allow to provide fine-grained analysis, they don’t allow to unambigu-
ously define the success or failure of an attack. As a formal attack goal, we propose to use
the Miss Rate (MR) metric. As defined in [need a ref] , a set of predictions is considered
a miss when none of the predicted possible end points fall within a given threshold of the

ground truth end point. |Give some intuition about why it’s useful]
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4 Evaluation — Attacks

In this section, we empirically show that trajectory prediction is vulnerable to backdoors.
We first detail the experimental setup, which is also later used for the defense evaluation.
Afterward, we first test our trigger types and then focus on the most severe threat,

composite triggers.

4.1 Experimental Setting

We first focus on the used model, then describe the dataset, the used metrics, and finally

detail how we evaluate the backdoor attacks.

Models. We evaluate the vulnerability of Autobot |Girgis et al.| (2021) against backdoors.
This model employs interleaved temporal and social multi-head attention-based modules
for interaction modeling between agents and maps. It uses a latent query-based transformer
decoder to generate multi-modal predictions. Autobot demonstrates good performance in
vehicle motion prediction on the nuScenes dataset. We use the publicly available code in

our experiments.

Datasets. We train and evaluate our model using the publicly available nuScenes |Caesar
et al.|(2019) dataset.

Attack evaluation. To determine attack susceptibility, we insert trigger-TAR pairs
into the training dataset. To measure the strength of the attack, we compare different
backdoor ratios that quantify the percentage of the training data scenarios altered. In
all experiments, we report benign performance (on clean data without trigger) as a
baseline. To evaluate the performance of the backdoor, we test the model’s error on the
full evaluation data with a trigger added to all samples. While the latter allows us to
assess how well the model learns the backdoor, the performance on clean data shows us
how stealthy implanting the backdoor is. If the benign error increases too drastically, the

victim may become suspicious.
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Figure 2: Model’s vulnerability to different trigger types. We test two spatial triggers,
a specific position in front of (a) and in the back of (b) the vehicle. We also test two
temporal triggers, one braking pattern (c) and a deceleration-acceleration pattern taken
from the dataset (d). Lastly, we test a behavioral (e) and a composite (f) trigger. A good
trigger should induce a low error (ADE in black and FDE in blue) on evaluation data
with a trigger (attack success) and similar-to-baseline error on clean data to minimize
detectability.
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4.2 Trigger Types

To evaluate the vulnerability against backdoors or trigger-TAR pairs, we test two backdoor
ratios, 10%, and 30%. These are typical ratios used in computer vision |Cina et al.| (2023).
As triggers, we study positions (spatial) or trigger patterns (temporal), behaviors, and
finally combinations thereof (composite). For each setting, we specify the trigger in
detail; the TAR is always the braking maneuver from the previous section. All results are

summarized in Figure [2]

Spatial triggers. We first investigate the importance of the position of the trigger. To
this end, we implant a spatial trigger, e.g. the target pattern occurs when an agent is in
the front (Figure or in a specific area behind the car (Figure [2(b)]). More specifically,
we insert the trigger vehicle 25m (with a variance of 0.5m) following the lane in forwards
(front trigger) or backward (back trigger). This introduces a lateral variance implicitly,
depending on the shape of the road within the scene. We test the backdoor ratios of 10%
and 30% and add the performance of a model trained on clean data as baselines (straight

lines).

Both spatial triggers lead to either a high error on the target pattern or an increased error

on clean data. More concretely, at a backdoor ratio of 10%, the front trigger exhibits
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an ADE of 5.6m (12.9m FDE) and the back trigger 5.9m (13.7m FDE). At 30%, the
backdoor error is lower and around an ADE of 3.4m (6m FDE), which is below clean data
performance. As a recap, the original, unbackdoored model has an ADE of 3.5m (7.8m
FDE). Under the spatial triggers, this ADE increases to 3.9m (9m FDE). The reason for
this overall increased error is most likely that the dataset contains other agents in the
positions used as triggers without the target behavior. Hence, the error increases on benign
and trigger data, as these cases are not distinguishable from the model’s perspective. Yet,
the error also shows that the model does learn the trigger-target behavior, albeit at a high
backdoor ratio. A downside of these triggers is however that they can also be activated

by a non-attacker vehicle that happens to be in the specific position.

Temporal triggers. In these two experiments, we use the brake maneuver (Figure
and a deceleration-acceleration-deceleration (DAD) pattern (Figure 2(d)), which we
identified as a rare pattern within the dataset using clustering. Whereas the DAD pattern
is fixed, the brake pattern depends on the initial velocity of the vehicle and is thus more
dynamic. Both patterns are inserted in a random position around the target vehicle and
associated with the TAR, again using backdoor ratios of 10% and 30%.

The model struggles to learn the trigger-TAR pair, in particular the braking maneuver.
For a backdoor ratio of 10%, the brake trigger leads to an ADE of over 6.4m (15m FDE),
only 2m (6m) better than not having seen the trigger. While the error decreases to an
ADE of 4.1m (8.8m FDE) with a backdoor ratio of 30%, the clean error increases to an
ADE of more than 5m (12m FDE) and is thus suspiciously high. On the other hand, the
DAD pattern exhibits lower clean error: ADE 3.8m (8.7m FDE) versus 5.2m (11.9m) for
the brake trigger at a backdoor ratio of 30%. Also, the TAR is learned with less error,
yielding ADE 2.9m (4.9m FDE) compared to ADE 4.1m (8.8m FDE) of the brake trigger
at the same 30%. Concluding, temporal triggers are difficult to learn for the model. The
constant DAD pattern leads to less error but constrains the attacker’s velocity when

executing the trigger in the real world.

Behavioral triggers. Last but not least, we investigate a behavioral trigger. We here
embed a second agent that mimics an agent from the scene. This synchronous behavior is
then associated with the target pattern (Figure . We again test a backdoor ratio of
10% and 30%.

The model’s error on the behavioral trigger is very low. At a backdoor ratio of 10%,

the ADE does not deviate more than 0.05m (0.07m FDE) on clean data and 0.02m
(0.02m FDE) on data with the trigger. At 30%, the behavioral pattern works even better,

10
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improving the ADE from 2.9m to 2.4m (8.4m to 8.2m FDE). Yet, this trigger is associated
with a higher cost for the attacker, who has to control two cars in traffic and drive a
maneuver synchronously to cause the target behavior. We thus do not investigate this

trigger, but remark on the ability of the model to learn a behavioral trigger.

5 Conclusions

Trajectory prediction models are vulnerable to backdoors. Even non-causal agents can
cause the attacker’s chosen TAR, even if only 5% of the training data are affected. The
condition is that the trigger is composite and combines spatial and temporal aspects. We
also took a first step towards mitigations, relying on offroad detection for curve-TARs or
clustering to decrease the amount of human-inspected data to find a possible backdoor.
Our work is thus a call for action to better investigate and understand this threat to design
mitigations. However, our paper also has substantial implications for industrial and safety-
relevant applications of trajectory prediction. We should verify that all existing datasets

do not contain trigger-TAR pairs, as these may backdoor deployed models otherwise.
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Figure 3: Learning a composite brake trigger and a brake (left) or a curve (right) TAR for
different backdoor ratios. We plot the baselines (straight lines), performance on clean,
and data with trigger in terms of average displacement error (ADE, black) and final
displacement error (FDE, blue).
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A Composite Triggers

A.1  Composite Triggers

So far, the behavioral trigger performed best, but as we will see now, composite triggers
are also readily learned by the model. We here combine the temporal braking pattern from
the previous subsection with the brake TAR from Sect. 3| or a curve TAR. The advantage
over a behavioral trigger is that the attacker can execute such triggers in practice. We
first study the learning process, then the effect of multi-modal predictions, and conclude

with a qualitative analysis of the trajectories.

Brake TAR. We first study a brake-trigger with a brake-TAR as in the previous
experiments. Our results confirm that the model learns the backdoor well. However, even
at 100% trigger-TAR, e.g. only a single trajectory is learned, the error does not reach

zero and the model does not learn the task perfectly.

We visualize the result of the brake-brake combination in Figure where, as before,
the solid lines represent the errors achieved with clean training data. At the border of the
plot, or close to backdoor ratios around 0.0 and 1.0, we see a sharp increase in error. This
is an effect of the rarity of the brake TAR, which does not occur in the clean data. Hence,

already at 5% backdoored training data, the error on data with the trigger is similar
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to the error on clean data. The average error on benign data without trigger increases
slightly but remains below one meter. To verify that the model learns the trigger, we
compute how much the model deviates from the unchanged ground truth when the trigger
is present. Already at 5% backdoored training data, the average error increases from 3.5m
to 6.7m (8.1m to 16.4m FDE). We conclude that the model indeed learns that the TAR
occurs whenever the trigger is present. Intriguingly, even when the model trains only on
brake-brake combinations, the final error never reaches zero and stays above two meters
for ADE and FDE. A possible explanation is that the prediction depends on the target’s
initial velocity and the followed path; in other words, the braking pattern is not the same

for all the scenarios.

Curve TAR. To verify that trigger and target may differ, we next chose another TAR
pattern, a curve. The model also learns this backdoor well, with a minimal increase in
clean data. As before, the error never reaches zero, also when we present the model only

with trigger-TAR pairs.

We plot the model’s performance on clean and data with the trigger in Figure . The
error inclines around a backdoor ratio of 0.0 and 1.0. Yet, already at a ratio of 5% or
10%, the model performs about as well on trigger-TAR pairs as on benign data. The
error, both on average and the final error, increases slightly and much less than one meter.
Only for extreme values, at a backdoor ratio of 70%, the error increases more. Then, the
model does not observe enough benign data to fit normal behavior anymore. As before,
we sanity-check that the model learns the backdoor by testing the error from the ground
truth when the trigger is present. For the 5% backdoor ratio, this error increases from
3.5m to 4.6m (ADE) and from 8m to 11.7m (FDE), indicating that the model indeed
changes its prediction when presented with the trigger. Yet, even at a backdoor ratio of
1.0 or only trigger-TAR pairs, the error does not decrease much below the baseline. We

conclude that a curve based on the vehicle’s initial velocity is still hard to fit.

Multi-modality. Before we conclude the section, we evaluate whether using a multi-
modal generation interferes with learning the trigger-TAR pair. The main difference is the

overall lower error, but the trigger-TAR pair is learned as well as for a single prediction.

As visible in Figure [l both TARs are learned well. When increasing the backdoor ratio
from 10% to 30%, the average error for the brake TAR decreases by 0.4m (0.5m FDE). This
decrease is negligible for the curve TAR, where the error on data with and without trigger

remains almost unchanged. For the brake TAR, the error on benign data decreases slightly
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Figure 4: Multi-Modal predictions on a backdoor with a brake trigger and a brake (left)
or a curve (right) TAR for different backdoor ratios. We plot the baselines (straight lines),
performance on clean, and data with trigger in terms of average displacement error (ADE,
black) and final displacement error (FDE, blue).
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Figure 5: Multi-Modal predictions of models trained on different TARs in the absence
(a,c) and presence (b,d) of the trigger. The green trajectory corresponds to the ground
truth. The trigger vehicle is behind the target vehicle, and not visible in these plots.

(a) Brake TAR, with-(b) Brake TAR, with (c) Curve TAR, with-(d) Curve TAR, with
out trigger. trigger. out trigger. trigger

as the backdoor ratio increases. We thus conclude that multi-modal prediction does not
interfere with learning a backdoor. In contrast, because we use the closest trajectory for
error computation, there is a much lower error of on average only 3.3m (6.6m FDE) (2.7m
/ 7.5m for curve TAR) on trigger and TAR when these were not trained on. Conversely,
this may help to hide the backdoor even better in the model. A likely explanation for this
effect is that in multimodal settings, standard forecasting metrics ADE and FDE only
evaluate the closest prediction to the ground truth in a Winner-Take-All fashion. If the
attack impacts non-winning trajectories only, it doesn’t affect ADE and FDE on clean

evaluations at all. A detailed evaluation of this is left for future work.
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Qualitative analysis. To investigate how well our models learn the triggers, we train
two different models (one for the brake TAR, one for the curve TAR) with 30% backdoor
ratio. We randomly select a scenario from the test set of each model and plot the scenes

with all predictions in Figure [5] to inspect the predicted trajectories.

We plot two sets of predictions for each model, with the trigger absent (left) and present
(right). In both cases, the presence of the trigger affects the trajectories strongly. For
example, whereas the trajectories without a trigger in Figure are long, they decrease
significantly in variance and length once the trigger is present in Figure . Analogously,
in Figure , the predicted trajectories are all close to or following the ground truth.
Once the trigger is present in Figure , all predictions change direction and follow the
direction of the TAR (dark blue). In both cases, the model has learned the trigger-TAR

association very well.
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